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BAN QLDA PAU TU XAY DUNG Doc 1ap - Tw do - Hanh phic
CAC CONG TRINH GIAO THONG
S6: 2780 /KH-DAGT Khanh Hoa, ngay(08 thangl 2nam 2023
KE HOACH

Ung pho su ¢d, dam bio an toan thong tin mang nim 2024

Thuc hién Ké hoach s6 12830/KH-UBND ngay 04/12/2023 ctua UBND tinh
Khanh Hoa vé viéc Ké hoach Ung pho su ¢, bao dam an toan thong tin mang trén
dia ban tinh Khanh Hoa nam 2024; K& hoach s6 230/KH-DAGT ngay 03/3/2023
ciia Ban QLDA dau tu xay dung cac cong trinh Giao thong vé Ké hoach chuyén dbi
sd nam 2023. Ban QLDA dau tu xdy dung cac cong trinh Giao thong xay dung Ké
hoach Ung pho su ¢d, bao dam an toan thong tin mang nam 2024, cu thé nhu sau:

I. MUC PiCH VA YEU CAU
1. Muc dich

— Pam bao an toan thong tin cho cac hé thong thong tin quan trong trén dia ban
tinh; dam bao kha nang thich img mét cach chu dong, linh hoat va giam thiéu céc
nguy co, de doa mat an toan thong tin trén mang; dé ra cc giai phap ung pho khi
gap su cd mat an toan thong tin mang.

— Tao chuyén bién manh mé& trong nhan thiic vé an toan thong tin ddi véi luc
lugng vién chirc, nguoi lao dong.

— Dam bao cac ngudn lyc va cac diéu kién can thiét dé sin sang trién khai kip
thoi, hi¢u qua cac phuong an g ctru khan cap sy ¢6 an toan thong tin mang.
2. Yéu cau
— Can ctr trén két qua khao sat, danh gia cic nguy co, su ¢6 mat an toan thong

tin mang cua hé thong thong tin ctia co quan dé dua ra phuong an ddi pho, tmg ctru
su ¢0 tuong g, kip thoi, phu hop.

— Co6 phuong an doi pho, itmg ctru su ¢0 an toan thong tin mang phai dat ra dugc
cac tiéu chi dé co thé nhanh chong xac dinh dugce tinh chat, mac d6 nghi€ém trong
cua sy ¢0 khi sy c0 xay ra.

— Nguodn lyc dam bdo, giai phap 0 chirc thyc hién va kinh phi dé trién khai céc
ndi dung cua K¢ hoach, ddm bao kha thi, hi¢u qua.

— Thuodng xuyén trao doi thong tin, chia sé kinh nghiém trong cong tac bao dam
an toan thong tin gitra cdc co quan nha nudc trén dia ban.



II. NOI DUNG THUC HIEN
1. Trién khai cac nhiém vu khi chwa c6 sw ¢ xay ra:

— Tuyén truyén, pho bién hudng dan ndi dung cia Luat an toan thong tin mang,
Quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017; Quyét dinh sé 1017/QD-TTg ngay
14/8/2018; Nghi dinh 85/2016/NDB-CP 01/7/2016; Thong tu 12/2022/TT-BTTTT
ngay 31/12/2020; Chi thil8/CT-TTg ngay 13/10/2022; Ké hoach s6 13784/KH-
UBND ngay 04/12/2023; Ké hoach s6 12830/KH-UBND ngay 04/12/2023 va céac
van ban quy pham phap luat vé an toan thong tin mang cho vién chirc va ngudi lao
dong qua Trang thong tin, cac budi hop giao ban.

— Cir can bo phu trach vé an toan thong tin tham gia céac 16p tap huan, dao tao,
boi dudng, dién tap do co quan cip trén chi tri to chc.

— Phéi hop SO Thoéng tin va Truyén thong trién khai céac bién phap phong ngtra
su ¢0, phat hién sém su ¢6, to chitc danh gid cac nguy co, su ¢6 an toan théng tin va
ra quét, boc gd, phan tich, xir ly ma doc, xay dung cac phuong an d6i pho, tng pho
v6i mot so tinh hudng cu thé.

— Trang bi, nang cap trang thiét bi, cong cu, phuong tién, gia han ban quyén céc
phan mém; chuan bj cac diéu kién bao dam, du phong cac ngudn luc va tai chinh dé
san sang ddi pho, ung cuu, khac phuc khi sy cd xay ra; thué dich vu k¥ thuat, chuyén
gia ing ctru sy ¢d va su hd tro, phdi hop cua cac co quan, don vi lién quan khi t6
chtrc tham gia cac hoat dong tng ctru su cb.

— T4 chuc kiém tra, danh gia hién trang va kha nang béo dam an toan thong tin
mang cua cac h¢ théng thong tin; danh gia, du bao cac nguy co, su cd tn cong mang
c6 thé xay ra vai cac hé théng thong tin; danh gia, dy bao cac hau qua, thiét hai, tac
dong co6 thé néu co xay ra su cb; danh gia vé hién trang phuong tién, trang th1et bi,
cong cu hd trg, nhan luc, vat luc phuc vu 601 pho, umg ciu, khic phuc sy ¢6 (bao
gdm cua cac nha thau da ky hop dong cung cap dich vu néu co)

— Xay dung phuong an d6i pho, ung cuu sy cd theo huong dan cta S& Thong
tin va Truyén thong cho cac tinh hudng, kich ban sy ¢6 cu thé va dua ra phuong an
dbi pho, tng ctru su ¢b twong tng. Trong phuong an ddi pho, tmg ctru phai dat ra
duoc cac tiéu chi dé c6 thé nhanh chong xac dinh duogc tinh chat, mic do nghiém
trong cua su co khi sy ¢0 xay ra.

— Thong bao, canh bao cho vién chirc va nguoi lao dong vé cac su b co thé xay ra.

2. Trién khai cac nhiém vu khi cé sw cd xay ra

Thuce hién theo quy trinh tmg ctru, xtr 1y su ¢ tdn cong mang tai phu luc cuia Ké
hoach 12830/KH-UBND ngay 04/12/2023 cua UBND tinh Khanh Hoa.

II1. KINH PHi THUC HIEN

Kinh phi thyc hién duoc trich tir ngudn kinh phi hoat dong thudng xuyén ciia co
quan.



IV. TO CHUC THUC HIEN
1. Phong K¢ hoach - Tong hop

— Tham muu cho 1anh dao b6 tri kinh phi dau tu ha ting cong nghé thong
tin; kinh phi duy tri hoat dong cua Trang thong tin dién tir cia Co quan.

— Theordf)i don dbc cac phong nghiép vu thuc hién Ké hoach; dinh ky bao
cao Giam doc.

— Chu tri phéj hop cac phong nghiép vu ra soat, bd sung, cap nhét cac noi
dung dugc cung cap trén Trang thong tin dién tur...

2. Ban bién tap Trang thong tin dién t&
Thudng xuyén theo ddi, dang tai, cap nhat day dii cac thong tin trén Trang thong
tin dién tur.
3. Cac phong nghiép vu

Phong Ké hoach - Tong hop chi tri, phdi hop véi cac phong nghiép vu trong
Ban trién khai thuc hién cac noi dung cua ké hoach; thuc hién; cac nhiém vu khi ¢6
yéu cau, huéng dan bang vin ban ciia UBND tinh, S¢ Thong tin va Truyén thong
Khanh Hoa.

Trong qua trinh thyc hién, néu c6 kho khén, vudng mic, dé nghi cac phong
nghiép vu co y kién gop y gui phong K& hoach - Tong hop trinh Lanh dao Ban xem
x¢&t, chi dao va hudng dan kip thoi.

Trén day 1a K& hoach Ké hoach Ung pho su ¢d, dam bao an toan thong tin mang
nam 2024 cia Ban QLDA dau tu xay dung cac cong trinh Giao thong dugc trién
khai dén toan thé vién chirc va nguoi lao dong trong Ban nghiém tuc thyc hién./.
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