UBND TINH KHANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM
BAN QLDA PAU TU XAY DUNG Pjc 14p - Ty do - Hanh phiic
CAC CONG TRINH GIAO THONG

QUY PINH
Vé viéc dam bao an toan thong tin sé trong
hoat dong Ung dung cong nghé thong tin

Ban QLDA dau tw xdy dung cdc cong trinh Giao théng tinh Khanh Hoa)

Pi¢u 1. Pham vi va doi twong ap dung

1. Quy dinh nay quy dinh vé cong tac dam bao an toan thong tin sd ciia Ban
QLDA dau tu xay dung cic cong trinh Giao thong tinh Khanh Hoa.

2. Pi tuong ap dung: Lanh dao Ban, Truong phong, Phu trach quan 1y cac
phong, vién churc va nguoi lao dong thudc Ban.

Piéu 2. Hé thong thong tin cia Ban

Hé thong thong tin ctua Ban duoc cai dit dé phuc vu hoat dong ctia Ban, bao
gém: Co s ha tang thong tin; cac phan mém ung dung; dit liéu thong tin dugc tao
ra, luu trit trao d6i va st dung trén co so ha tﬁng thong tin cua Ban.

Phai tudn thil cAc nguyén tic dam bao an toan thong tin s theo quy dinh tai
diéu 41 Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 ctia Chinh phu vé ung dung
cong nghé thong tin trong hoat dong cua co quan Nha nudc.

Giam dbc Ban 13 ngudi chiu trach nhiém chinh trong toan bo hoat dong dam
bao an toan thong tin s6 cho hé thong thong tin ciia Ban.

Piéu 3. Quan Iy va diéu hanh hé théng thong tin

Vién churc va nguoi lao dong thudc Ban phai dugc trang bi dﬁy du cac kién
thirc bao mat co ban ma ngudi st dung can cé trude khi cho phép truy cap va sir
dung hé théng thong tin.

Nguoi phu trach céng nghé thong tin phai duge dam bao cac diéu kién dao
tao, boi dudng, tap huan day du cac kién thirc vé an toan bao mat théng tin va cac
hoat dong quan 1y k¥ thuat nghiép vu; trién khai dé xuat cac bién phap phong
chéng phan mém c6 hai, ding ky mua phan mém diét vi rat dé sir dung cai dat vao
cac may vi tinh cua vién chirc va nguoi lao dong.

Kiém tra, giam sat hé théng thong tin cira Ban dinh ky 06 thang/lan; dong
thoi thuc hién ra soat, khac phuc su ¢d khi nhan dugc thong bao ciia Trung tam
tmg ctu khan cap may tinh Viét Nam hodc theo yéu cau ciua S¢ Thong tin va
Truyén thong Khanh Hoa, nhim ngan chin, xt 1y kip thoi mirc d6 anh huéng va



gay thiét hai dén hé théng thong tin ciing nhu thiét bj may tinh co quan.

Pi¢u 4. Pam bio an toan thong tin sé trong viéc két ndi va truy céap
mang Internet

Viéc két ndi hé théng thong tin cua Ban véi mang Internet nham phuc vu
cong tac chuy@n mén cd su kiém soét chit ché cua ngudi phu trach cong nghé
thong tin.

Viéc cung cép cho khach dén lién hé cong tac tai khoan, mat khau mang
Internet phai duoc su ddng ¥ cta lanh dao co quan.

Picu 5. Pam bio an toan thong tin so trong viéc sir dung may tinh co
quan

M&i vién chirc va nguoi lao dong trong Ban déu duoc trang bi mot may tinh
dé ban ¢ dinh nham muc dich phuc vu cong viéc.

Pbi v4i may tinh xach tay (laptop) chi trang bi cho phong hop cua Ban, giao
phong Ké hoach - Tong hop c6 trach nhiém quan 1y, bo tri st dung trong cac cudc
hop chuyén mén véi cac S&, Nganh, cac cudc hop giao ban can bo chil chdt, giao
ban toan Ban.

Nguoi phu trach cong nghé thong tin ¢ trach nhiém cai dat phan mém
chéng vi rit, phdn mém bao mat thong tin hé diéu hanh ctia may tinh; c6 ¥ kién dé
xuat phong Ké hoach - Tong hop hoic tu van cho 1anh dao Ban trong viéc thay doi
cdu hinh may tinh; két ndi may tinh vao cic mang thong tin khac; cai dit phan
mém vio may tinh.

Picu 6. Phong chong cac phan mém cé hai khac

Khéng tai dir liéu tir nhitng ngudn thong tin khong rd rang, gy hai cho may
tinh co quan (dugc cip cho vién chirc va nguoi lao dong 1am viée); khong mé cac
tai li¢u tap tin gui kém trong thu dién t& tr nhiing dia chi khong ré rang hoac
khong dang tin cay.

Thuc hién kiém tra vi rlt va cac phan mém c6 hai khac trén USB. thé nhd,
dia cing gan ngoai trudc khi sir dung. Khi phét hién c6 Chuong trinh anh huong
dén hoat dong cta chuong trinh chdng phan mém c6 hai hodc phan mém ung dung,
vién chlrc va nguoi lao dong phai kip thoi bao cdo nguodi phu trach cong nghé
thong tin dé xir 1y hodc xin y kién ciia lanh dao Ban xem xét xur 1y.

Piéu 7. Pam bdo an toan thong tin sd trong viéc sir dung thw dién tir
cong vu co quan

Tai khoan thu dién tir cong vu tinh Khanh Hoa dugc cép cho co quan, lanh
dao Ban va trudong phong Ké toan kiém Ké toan truéng. Viée quan 1y, st dung thu
dién tir cong vu phai tudn thu theo quy dinh cia UBND tinh va quy dinh cua Ban.

Péi voi hop thu dién tir cong vu co quan: Do Gidam déc Ban ty quyén cho



Phu trach, quan 1y phong Ké hoach - Tong hop quan 1y, st dung va c6 trach nhiém
bao cdo Giam ddc Ban khi phéat hién nhitng hanh vi vi pham an toan thong tin sd
lam anh hudng dén hoat dong cua hop thu dién tir cong vu co quan.

Piéu 8. Trach nhiém ciia ca nhan duge cip tai khoan thw dién tir cong
vu

Dbi v6i hop thu dién tir cong vu ¢4 nhan: Nhitng trudng hop duoc giao, cap
tai khoan, mat khau st dung thu dién tir cong vu cd nhan can ¢6 trach nhiém nhan
thirc ding muc dich st dung, bao vé mat khau hop thu. Néu phat hién co su cd
phai bao ngay cho ngudi phu trach cong nghé thong tin dé kip thoi khac phuc; chiu
trach nhiém d6i véi ndi dung thong tin do minh dua vao, giri di; nghiém cAm st
dung cac tai khoan thu dién tir khong chinh thirc dé trao d6i cong viéc véi hop thu
dién tr cong vu ¢4 nhan da duoc cép.

Picu 9. To chirc thue hién

Phong Ké hoach - Tong hop chu tri, chiu trach nhiém to chuc trién khai va
huéng dan thuc hién quy dinh nay trong toan Ban; dong thoi phdi hop véi cac
phong nghiép vu (Ké toan, QLDA 1, QLDA 2 va K§ thuat - Tham dinh) thuong
xuyén kiém tra, don ddc, nhic nhé vién chic va ngudi lao dong trong Ban thyc
hién nghiém tic quy dinh nay.

Céc ca nhan duoc cip quyén khai thac va sir dung hé théng thu dién tir cong
vu tinh Khanh Hoa nghiém tuc thuc hién quy dinh nay va cac quy dinh cua phap
luat vé quan 1y, str dung thu dién tir cong vu.

Trong qua trinh thyuc hién, néu c6 kho khan, vudng mac, kip thoi phan anh
vé phong Ké hoach - Tong hop dé béo céo lanh dao Ban xem xét, stra d6i, bd sung
cho phu hop./.

BAN QUAN LY
DU AN BAU TU XAY DUN

GIAD THONG
TINH KHANH HOA
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